
     Side Channel Attack Evaluation 

    Towards Securing Crypto Modules 

•  

Side channel attacks exploit the information leakage through physical medium to reveal the 

secret key/information of the cryptography device. Side channel attacks are an important 

concern for the security of cryptographic implementations.  Many security standards such as 

FIPS 140-3, Common Criteria mandating cryptographic devices and modules to resist side 

channel attacks such as timing analysis, simple and differential power/electromagnetic 

analysis.  

 

 

SETS has established differential power analysis measurement and analysis set-up on Field 
Programmable Gate Array (FPGA) and micro-controller. Using the set-up, varieties of crypto 
modules have been evaluated and appropriate countermeasures have also been developed.  

                                                                                                             

 
 
 
 

 
Evaluation of security products are important for the systems that are used for protecting 
critical information infrastructure.  

• Components like pseudo random number generator, symmetric key algorithms, public 
key algorithms can be evaluated for a specific threat model. 

• Countermeasures resist the security product from side channel attack. SETS has home-
grown expertise in the development of efficient countermeasure techniques. SETS will 
provide  

▪ Architecture and implementation of secure component for crypto systems 

▪ Secure implementation practices. 
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